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PREPARING FOR A CYBER
INCIDENT

LESSON TOPICS I —

1. Preventative Measures

Good Backups Off Site: The infrastructure
in business systems is critical and have

to be backed up. They are your primary
source of recovery when an incident
OCCurs.

Endpoint Protection: This is usually
software that is installed on your servers,
workstation, and any infrastructure

that your organization uses to conduct
business.

Incident Response Plan: This will be a
detailed playbook broken down into steps
that will enable your team to identify all
the steps they should take in case an
incident occurs. This plan will also serve
as a reference book for when incidents do
occur. The plan should include vendors
and steps that will help mitigate the effects
of an incident including the who, what,
when, and where.

2. Training Once You Have
Made a Plan

It is essential to train your team before
an incident is actually occurring. Training
will allow the team to test, improve and fail
with the created incident response plan.
Failing during the testing phase of the
plan enables the team to find what doesn't
work and what needs to be improved.
Make sure everyone involved in your plan
knows their part because an organized
plan is key to success.
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